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Personnel and Property 
Identi�cation, Credentialing 
and Tracking

Introduction

One of the major recommendations included in the 9/11 Commission Report was for the United 
States to better identify and track1 individuals, citizens and foreign guests alike, with veri�ably 
authenticate documentation, as well as share information on individuals and their status2 on a 
real-to-momentary basis with law enforcement and intelligence of�cials throughout the country. 
Congress has directed the federal executive branch, its department and agencies, as well as 
state and local government and their departments and agencies, to develop better identi�cation 
systems for a number of subgroups within the overall audience of US citizens (to include the 
emergency response, infrastructure protection, transportation, public health, etc.) and foreign 
visitors to our country. 

These mandates and directives have spawned several federal and state credentialing and 
identi�cation standards and initiatives including, but not limited to, the following:

1. Federal Information Processing Standard (FIPS) 201  Personal Identity Veri�cation (PIV) of 
Federal employees and contractors 

2. Executive Order 13356  Strengthening the Sharing of Terrorism Information to Protect 
America (August 27,2004)

3. OMB M-04-04  E-Authentication Guidance for Federal Agencies 

4. OMB M-05-05 Electronic Signatures:  How to Mitigate the Risk of Commercial Managed 
Services

5. OMB M-03-22 OMB Guidance for Implementing the Privacy Provisions the E-Government 
Act of 2002 

6. HSPD-5  Management of Domestic Incidents Establishes a single, comprehensive national 
incident management system  (February 28, 2003)

7. HSPD-6 Integration and Use of Screening Information Consolidates the Government’s 
approach to terrorism screening and information collection and usage in screening 
processes. (September 16, 2003)

8. HSPD-7  Critical Infrastructure Protection  Federal departments and agencies are to 
identify, prioritize, and protect United States critical infrastructure and key resources  
(December 17, 2003)

A white paper on meeting the impending 
homeland security requirements for the 
public safety, public health, and critical 
infrastructure sectors

1 Only those individuals identi�ed as a higher risk and/or possible threat to national security and/or public 
safety

2 For purposes of this white paper, status as we de�ned it includes immigration, citizenship, terror watch 
list and criminal justice records and documents.



9. HSPD-8  National Preparedness  De�nes “�rst responder” as those who are responsible 
for the protection and preservation of life, property, evidence, and the environment 
(December 17, 2003) 

10. HSPD-11  Comprehensive Terrorist-Related Screening Procedures  Research and 
development on technologies, including biometric identi�er (also Exec Order 13356) 

11. HSPD-12  Policy for a Common Identi�cation Standard for Federal Employees and 
Contractors  Sets a standard for secure and reliable forms of identi�cation  

12.H.R 418: Real ID Act 2005  Separates driving privilege from identity for state driver’s 
license as of May 2008 

13. Transportation Worker Identi�cation Credential (TWIC) Program

14. Senate Bill S.2611 The Immigration Electronic Employment Veri�cation System (EEVS) 
CIS Smart “Green Card”

15. First Responder Credentialing System (FRAC)

16. SERVIS Program (foreign students and US Higher Education institutions)

17. US VISIT Program

18. TSA Frequent Traveler Program

19. Various freight/cargo trusted partner programs...

Problem

These various federally established and/or mandated programs are not always consistent, 
coordinated, ef�cient or integrated to date 3. For instance, FIPS 201 requires a speci�c type of 
background check for credentialing that needlessly repeats checks already more thoroughly 
performed on many state and local public safety professionals at the point of credentialing, 
(sometimes even after they are hired and already cleared by their agencies/organizations), 
adding signi�cant cost for any state or local entity to implement FIPS 201 compliant programs 4.
Additionally, the technologies being deployed are often fast changing and evolving, and 
implementations don’t necessarily re�ect that fact, or at least don’t incorporate an ability to 
evolve with emerging technologies as they become available (ex. CKM certi�cates, contactless 
smart-cards, and rapid-RFID card veri�cation readers). Therefore, agencies will acquire and 
deploy technology solutions at great cost, which may be tactically outdated or not truly 
interoperable when they are implemented. Additionally, (as is the case with currently-used, 
but outdated technologies like barcode; magnetic stripe; and proximity) many individuals will 
needlessly have to carry, track and utilize several identi�cation and credentialing cards to gain 
access to various federal, state and local facilities.  For example, a volunteer �re �ghter may 
need as many as �ve to seven ID cards to be able to ef�ciently respond to �res and other 
critical incidents (all including seaports, railways, utilities/plants, airports, military installations, 

federal buildings, state and/or local government facilities, etc... The ultimate goal should be one 
card, one person with all necessary encrypted information located on the smart-card to enable 
that professional to respond to any situation; while meeting many of the aforementioned federal 
mandates, requirements, and programs.

Solution

Many Americans associate identi�cation credentials with a “�ash card” to show in order to 
establish personal identity as well, in some cases, as a simple building access control device 
(when equipped with many legacy proximity, barcode, and magnetic stripe technologies).  What 
the smart-card technology that is at the center of these new federal programs accomplishes; 
is the ability to take the identi�cation credential, which is required to be carried, into mobile 
environments for many vital purposes, to include:

• Accounting for the safety of emergency responders at any incident; regardless of 
jurisdiction, organization, or position.

• Allowing a truly interoperable, NIMS-compliant, Incident Command Structure, regardless 
of the agencies of the responders on the scene.

• Tracking of personnel, resources, property, or evidence at scenes where chain of custody 
and personnel presence may be admissible in court proceedings.

• Maintaining the security of infrastructure and environments that have an open architecture; 
such as transportation systems, utilities, �re/HAZMAT scenes, military installations, of�ce 
complexes, malls, medical centers, schools, etc.

• Maintaining a real-time, up to date head count of people and property in any environment; 
enabling accountability for evacuations, emergencies, time & attendance, truancy, etc.

• Incorporating rapid noti�cation and emergency medical information (such as blood type, 
allergies, etc.) on the I.D. credential for diagnostic use in emergencies.

• Populate dispatch or headquarters-driven crime analysis and incident management 
systems/databases with on-scene personnel and evidence smart-chip transactions; for 
rapid reporting of incidents. 

• Streamline paperwork, loading report templates, alleviating manual time & attendance 
procedures, and promoting a top-down chain of command.

As well as meet challenges of the many federal programs without severely impacting budget, 
operations, and manpower.  Many companies offer parts of these solutions; forcing an agency 
or organization to utilize their grant, earmarked, or �scal year funding to obtain a credentialing 
system from one contractor, software and veri�cation units from another, and the actual identity 
cards from yet another.  

3 GAO study...
4 Estimated at $95 additional cost per individual to be credentialed, meaning $9500 in additional cost 

for a 100-person police force. w
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For more information:
Email: sales@supercom-inc.com
Phone: 866-840-2762
Fax: 866-840-2782
www.supercom-inc.com

SuperCom, Inc. is ready and waiting to provide a real-time 
demonstration of the IRMS in your area, at your convenience.

Contact SuperCom Today for a Demonstration and Information on Funding Assistance

However, there is one totally-integrated solution available that offers custom-tailored systems 
for any applications facing the homeland security, law enforcement, correctional, �re service, 
emergency medical response, hospital, education, transportation, and critical infrastructure 
communities.  This solution is the Incident Response Management Systems offered by 
SuperCom, Inc.  SuperCom is a Northern Virginia, National Capital Region-based Company 
with experience in electronic identi�cation since 1988; with national identi�cation and e-
passport clients in over 11 nations worldwide.  SuperCom’s solutions have been deployed 
throughout the United States with notable success to include the Mobile Credentialing System 
for the City of Los Angeles, Smart Disaster Site Management System for the City of Columbus 
(Ohio), and Smart-Card credentialing and public safety accountability system for the SE 
Pennsylvania Counter-Terrorism Task Force throughout the greater Philadelphia area.   

SuperCom works with its customers to directly meet the needs and challenges faced by their 
unique working environments; while providing them with the cutting-edge, secure technology 
necessary to meet the continually changing requirements, best practices, and trends identi�ed 
by federal government.   SuperCom is on the GSA Schedule (Schedule 70), has a Department 
of Homeland Security AEL reference number (4.1.3.2) on the Responder Knowledge Base, 
and have been awarded sole-source contracts in three separate states for homeland security 
related projects based on our commitment to serving our customers as well as our unique, 
user-friendly, and comprehensive technology.

Please visit our website at www.SuperCom-Inc.com  to learn more about our solutions and 
contact us at anytime for information on our grant and funding assistance as well as to 
schedule a demonstration.


