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1. The Smart Gate Solution
1.1 Overview
1.1.1 What is Smart Gate?

Whether you are a small organization, requiring a small-scale security solution, or whether a
large organization is what you seek to protect — you will find Smart Gate’s hardware and
software to be a high-quality, cost-effective solution, easy installation & commissioning,
creative & solutions & extensive experience in national projects.

From the simple stand-alone readers for a single door, to the most complex access control
system managed by Smart Gate, Smart Gate provides both hardware and software data
collection comprehensive solution for all physical access control needs.

Smart Gate is built to provide a backbone for registry and registry related solutions.

Smart Gate implements the capturing of images, biometrics and other for incorporation into
the personal file. Unique Infrastructure allows integration of capturing devices, and integration
of unique viewers into Smart Gate GUI.

Smart Gate combines rapid implementation and a robust, high quality solution for high-
volume enterprise registry systems.

Smart Gate merges contactless smart card industry expertise with the latest in hi-tech
innovation to provide leading solutions for commercial and government smart cards, data and

security and related technologies.

1.1.2 Who needs Smart Gate?

Smart Gate, would highly benefit organizations including:

Office Buildings

Apartment Buildings

Clubs

Borders

Parking lots

Hotels

Air Ports

Hospitals

High security areas Banks, Military & Government facilities ...)
Remote areagStand alone mode).

National Documents|D, Passport, Visa, Voters and Voting, Social Security, etc.

Smart Gate will benefit system integrators or a government departments with the need of
implementing a secure projects that either manage the access control registry and/or produce
ticketing issuance such as office buildings, hotels, ID cards, passports, driving licenses or
voting registration systems, etc.
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Smart Gate is designed for easy implementation, control and management.
Tested over sectors of national projects including secured facilities ID card issuance and
driving licenses, A wide variety of solutions can be implemented by Smart Gate due to its

innovative features.

1.1.3 Why Smart Gate?

Smart Gate greatly reduces the time required for implementation, and saves on the Total Cost
of Ownership of such project. Smart Gate plays a key role in fraud prevention via its
authentication and identification functionality.

Smart Gate incorporates the knowledge as well as experience of a highly effective process
design. Smart Gate also allows image capture.

Smart Gate gives you a jump-start in development of enterprise size projects, by providing the
backbone and the centerpiece of data model required for any system managing wide range of
personal information.

The first software built on the Smart Gate platform, designed to capture, automate integrate
and manage operational processes for very large registry and ID card issuance systems, for
governments and enterprises.

Smart Gate combines the Contactless Smart Card technology with access control systems
providing secure identification and authentication of users with which it communicates.

Smart Gate has the ability to segment area and apply differential security to each area
(Zonel/Time) by using the same card for multiple services both in Online and stand-alone
mode.

SuperCom Contact less Smart Card is constantly evolving (after all it incorporates a computer
chip), which communicate via antenna, whiteout any moving parts with durability of up to 10
years.

Smart Gate has been develops by SuperCom ltd. a fast growing technology leader in the field
of contact less smart card, data and related technology. Smart Gate merges smart card
industry expertise with latest in hi-tech innovations to provide leading solutions in the
Governmental market (national ID, passports, Visa's, driver license...) and in the Commercial
markets (Access Control, transportation, medical, health insurance...).

Smart Gate is state of the art system for Access Control Systems with huge advantages: it's
easy to implement, easy to use, has the best technology in the market (security, durability),

no hardware maintenance and the most important it has a fast return on investment.
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114 Who is SuperCom?

SuperCom Ltd . (EASDAQ: SPRC) is a fast-growing technology leader in the area of
contactless smart cards, data and brand security and related technologies. Together with its
business groups SuperCom merges smart card industry expertise with the latest in hi-tech
innovation to provide leading solutions for the commercial and government smart cards.
SuperCom provides government markets with total customized solutions and advanced
technologies to produce secure and durable documents such as national identity cards,
passports, visas, drivers' licenses and vehicle registration.

To serve the growing needs of the commercial smart card market, SuperCom develops
flexible, high-end products that offer guaranteed durability with exceptional security, and
offers technology upgrades to help companies make the move from contact to contactless
smart cards.

Partnering with premier system integrators and smart card vendors, we offer a complete
range of solutions, from finished personalized, highly secure contactless smart cards to
advanced, automated mass production lines and top-of-the-line card components (with
centralized or decentralized personalization) qualifies SuperCom as a one-stop shop for
every need.

SuperCom supplies innovative customizable, web-based application software for the
management of population registry solutions for commercial, institutional, government and

large-scale system integrator use.
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1.2 System Architecture

The Smart Gate system is based on Contactless Smart Card, Smart Card Readers, Access

Control and Capturing management system.

Smart Gate 2400System Architecture
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1.3 System Description
1.3.1.1 Contactless Smart Card

The SuperCom smart card is colored personalized on one or both sides.
The only card that is being produced in a continuous process using materials
other than PVC and in roll format.
Using currently high frequency (13.56 MHz) KBytes EEPROM re-writable
memory.
The client is free to change to any chip of his choice using SuperCom universal
module!
Can be pre-printed on both sides with the customer own logo.
Depending on the type of module selected, the Smart Card is designed to meet
the I1SO standard in size and thickness.
The card is also FCC approved and needs no special radio transmission permit.
The SuperCom Contactless smart card also passed the Mifare Card
Certification by the Arsenal institute (Austria).
Since there is no actual physical contact between the card and the card reader,
there is no wear-and-tear of the card, which results in high durability (can last
more than ten years).
Therefore the card made of SuperCom durable material:

f s durable and does not wear out.

f Has long life (more than 10 years).

f s easy to be personalized in remote issuing stations
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Get Benefits Instantly

» Simple, cost-effective upgrades to secure, machine-readable personalized Contactless
smart cards
* Instant desktop process for maximum convenience, card issuance on demand

« Can be used for a range of commercial cards, including multi-applications

SuperCom Contactless
Smart Card Layers

1.3.1.2 Raw Materials
SuperCom Top Quality Teslin

The inner personalization layers of the smart card consist of SuperCom’s ultra-thin Teslin, a
single layered, micro porous, plastic film produced in different types of thickness and sizes.
Teslin shows material and printing characteristics similar to paper but is handled like plastic:
porous and absorptive to liquid whilst being waterproof. The Teslin’s main component is
Polyolefin, combined with a major part of air (about 65%). Approximately 60% of its weight
consists of silica, a derivative of sand.

Sealed by heat, the lamination of the generic Polyolefin results to be in a permanent
homogeneous bond with the adhesive, irreversible laminate of the smart card. Therefore, the
single layer Teslin material is impossible to be peeled off the laminate and the data on the
smart card cannot be altered without effecting or even completely destroying the card.
SuperCom’s super-strong Teslin exhibits excellent abrasion, water and chemical resistance,
showing very little degradation after long-term use, and withstanding temperatures over

100 °C.

Teslin’s natural features proving superior durability and high security mean a major
significance for the use of SuperCom Smart Cards.
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SuperCom High Performance PET

As a composition of polyester and polyethylene PET is extremely durable and resistant,

showing unmatched performance when used as backbone of the Smart Inlet and as
personalization layers.

Polyester is a rigid translucent plastic material, maintaining a clear film that protects the
printing process from surface scratches and alteration. The polyester laminate can integrate
different types of security features supplied by SuperCom which are embedded into the
material such as U.V marks, and holograms among others, assuring unique durability of the
smart card.

Polyethylene is an absorbent high performance thermal plastic film, which fuses the layers of
the card into one solid layer making it secure. Polyethylene used for the card overlay is clear,
whereas the material being used for the personalization together with the smart inlet are
white.

Both super-strong material components have an adhesion promoting polyester surface that
can be overprinted with a wide range of graphic inks, varnishes, silver conductive and
dielectric inks. The dwell time from lamination to test results is after approximately 10 to 24

hours.
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1.3.1.3 Key Security Features

At SuperCom we understand that when it comes to national ID/Secured documents, security
is the top priority. That's why SuperCom security features are among the most advanced in
the world.

Card Authentication methods:
1St level - using naked eyes: ID Picture, Hologram, OVE, laser perforation, graphic design

2nd jevel - hidden features by using device: Magnifying glass, UV lamp, 2D Barcode reader,
Smart card reader, electronic devices...

3rd jevel - hidden proprietary features: authenticated using special equipment at forensic
laboratory

Customers can select the security level needed for each document, creating customized
security solutions for different ID types. SuperCom security features protect against forgery
and counterfeit:

High-quality raw materials, such as Teslin and PET

Preprinted security features such as, OVE Symbol, Rainbow printing, Encrypted data

& Hologram.

Laser Perforation: Image, text

Puncture holes in the data page

Personalization of Symbol and text in addition to color picture ID

Can be used on existing Documents

Suitable for use on most materials

Possibility for centralized and de-centralized personalization

Personalized security features such as marked images and personalized shadows
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Standards

Complied with ISO 7816 standard and 1ISO14443 Type A compatible.

The SuperCom Contactless Smart Card is a state-of-the-art, machine-readable smart
card designed for a broad range of commercial and government applications.

From traditional ID documents to modern e-commerce cards, SuperCom Contactless
Smart Cards can carry large quantities of data, securely stored in a sealed microchip and
“read” using the SuperCom Smart Card Reader.

SuperCom Contactless Smart Cards can be produced and personalized in a centralized
or decentralized production environment, and offer superior performance across the
board:

Top Durability:
With both materials and data retention guaranteed for up to 10 years, SuperCom
Contactless Smart Cards are made with ultra-strong Teslin and laminates.

State-of-the-Art Security:
Advanced security features protect both pre-printed and personalized data.

Broad Data Capabilities:
From simple text to bar codes and biometric data, SuperCom captures and protects a
range of data.

Highest Printing Quality:
Top-of-the-line raw materials and SuperCom’s advanced laser printing ensure the
highest color quality for both pre-printed and personalized data.

Total Flexibility:

Order SuperCom Contactless Smart Cards in various sizes with any virtually any chip on
the market (including re-programmable chips), any artwork and customized software
applications.

11 Version 1.5



1.3.2.1 Contactless Smart Card Reader

Data Communication

Reading distance 10 cm.
Configurable communication rate between the host computer 115,200 Kb/Sec.

communication speed between the reader and the chip will be 106 Kb/Sec.
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1.3.2.2 PrintX

Biometric fingerprint reader - personal recognition for the highest security

level.

By providing positive personal verification, PRintX is the ideal access control reader

for maximum-security requirements.

Up to 4,000 fingerprint templates

Template verification in less than one second

Compact design for locations with limited access or where space is at a premium
Operates in conjunction with SY-400

Less than 0.001% false acceptance or false rejection

Five security level verifications
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1.3.2.3 PRX30
Combine Contactless Smart Card reader with a keypad
Reliable, attractive and compact design

10 cm reading distance

Perfect for locations with limited access or where space is at a premium
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1.3.3.1 Controller -SY 400

SY-400/A - An access controller for control of upt o two doors, gates or other

barriers.

SY-400/A design particularly emphasizes on external devices fast-connection, such
as readers, 1/0, communication. This mode of connection without product
disassembly is provided for quick and simple maintenance purposes.

Two connectors for badge readers

Connector for programming display panel

Two relays for bell, door, etc ...

Two sensors for door monitoring

Large storage capacity 512K of protected RAM
Reliability - Protected real-time date/time clock
Backup battery for the memory and real-time clock
RS-232 and RS-485 communication

Variable baud rate - 1200 to 19200 bps
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1.3.3.2 Controller -SY 780

SY-780 The ultimate biometric data collection termi nal

A state-of-the-art terminal combining the latest data collection and biometric
verification technologies.

Ideal for applications where personal identification is essential.

Template verification in less than one second

Up to 4,000 finger print templates per terminal

Communication built-in: TCP/IP, RS-232, RS-485 and optional internal modem
Built-in backup battery

Memory up to 512 KB

Easy programming for collection, storage and data forwarding.

Large display: Backlit LCD, 2 rows of 16 characters.
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1.3.3.3 Controller -SY-2000

The All-In-One Terminal

Internet technology for data collection.
Windows CE included

6 or 10 inches display VGA

Full Touch-Screen

Finger print recognition

Contactless Smart Card

Extra sturdy key pad

Web technology

TCP/IP connection
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1.3.4 Management Software -Falcon PRO
Falcon PRO - Comprehensive access control managemen  t software.

A firm gateway to security, wherever you need security, employ these sophisticated
PC-configurable access Control systems.
Wherever you need monitoring of single rooms and offices, or full site control of an
entire facility, let Falcon serve as your tireless guards.
The incorporation of the controller and relay in the same casing allows for easy
installation.
This Access Control software is a powerful tool, enabling complete control over both
your employees and workplace. It enables you to limit access to any work area; to
see - in real time - the exact location of any individual; and to produce custom reports
on location and movement of all persons for security purposes.

Reports all transactions on-line

Operates under Windows 95/98/NT

Multi-user/Multi-tasking

Unlimited access security groups and time zones

Generates complete user-defined reports

Relates pre-stored personal photo to card holder

Includes events on graphic map of any secured area

Paradox database and import utilities

User-defined database entry fields

Defines events

User friendly

ANTI PASS BACK Features

Group’s definition

1000Groups authorization, configurable Time Zone

Pop screen alert.

Voice alert

Reports module
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Falcon PRO Capturing module

Card Issuing
Characterization:
User friendly
Personal data & picture issuing
Reports extraction & interpellation
Capture format JPG, BMP...,
Capture module: Optical scanner, Video camera and Digital camera.
Files compatibility DBASE , FOXPRO , ACCESS
Import/Export ASCII files
ROTATE TEXT printing
Picture quality 24 BIT in 16.7 million colors.
Support in TWAIN equipment.
LOG files management.
Supports 18 bar-code types issuing.
Easy & fast database establishment.
Profiles employee identification.
Data printing: bar code Logo Personal data & picture
Support data & picture import.
Picture volume 10 KB
Automatic logo/graphics loading by department code.
Quiality picture control (Color ,front...)
Graphics files integration as symbols & background ,TIF , JPG ,BMP...
Preprint front/back viewing.
Up to 30 fields printing.
Single side printing.
Security features design.
Signature capture.

2-D bar code support.
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1.4 Technical Specification

1.4.1 Contactless Smart Card

Smart Card Technical specification:

Chip Type: Contactless memory

Chip Memory Size: Upto 2 Kb

Operating Frequency: 13.56 MHz

Card Size: ID1 to ID2 and customized sizes
Special Features:

» Magnetic stripe Hi-Co (Optional)

» Secured data storage

« Contactless environment advantage

1.4.2 Contactless Smart Card Reader

The Contactless Reader has RS232 interface.
Technical specification:
Power Supply:
o DCH5V.
0 Current consumption: max. 250 mA.

o Powered by the PS2 type PC keyboard connector or any external 5V DC
power supply.

Host Communication

o Dual options provided for the host communication interface - RS232 and
RS485

0 Upto 115K baud rate

0 The RS485 interface could be configured as 4-wire full duplex or 2-wire half
duplex

0 Support T=1 and T=0 protocol
Contactless Interface - 1ISO14443 Type A compatible.
Antenna
0 Built-In 50 ohm Antenna.
o Optional remote antenna could be extended up to 100 meters from reader.

Indicators (2 LEDs and one optional Buzzer)
Built-In 1/0O ports
o One output port.

o Two software controllable general-purpose I/O ports.
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